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Å²ƘŀǘΩǎ ŀ /LΚ

ÅCommon Misconfigurations (and how to abuse)

ÅCode Execution ςBy Design!

ÅSlaves and Masters ςPivoting

Å.ŀŎƪŘƻƻǊ ¢ƘŜ .ǳƛƭŘǎϰ



About ςWesley Wineberg

ÅPreviously: SCADA, Smart Grid, Medical Devices, 
Stunt Hacking

ÅaƻǊŜ wŜŎŜƴǘƭȅΥ aƛŎǊƻǎƻŦǘ !ȊǳǊŜϰ wŜŘ ¢ŜŀƳ

ÅThis research done independently



Build Systems ςUnofficial History

.ŀŎƪ ƛƴ ǘƘŜ ŘŀȅΧ
ÅCode Repository

ÅBuild Server

ÅIterative Builds ςbŜŜŘ ǘƻ ŀǾƻƛŘ άōǊŜŀƪƛƴƎέ ǘƘŜ ōǳƛƭŘ

ÅTesting done after build

Å5ŜǇƭƻȅƳŜƴǘ ƛǎ ǎƻƳŜƻƴŜ ŜƭǎŜΩǎ Ƨƻō



Build Systems ςHistorical Hacking

Compiler Backdoors
ÅKarger& Schell - 1974

ÅKen Thompson ς1984

ÅReflections On Trusting Trust 

Å¢ƘŜƻǊȅ ƻŦ ǘƘŜǎŜ ŀǘǘŀŎƪǎ ƘŀǎƴΩǘ ǊŜŀƭƭȅ ŎƘŀƴƎŜŘ

ÅFew actual real world attacks



Build Systems ςModern Day

Now:
Å5ŜǾhǇǎΥ 9ǾŜǊȅƻƴŜΩǎ ŘƻƛƴƎ ƛǘ

ÅCI: Continuous Integration

ÅCD: Continuous Delivery

ÅCD: Continuous Deployment

ÅCD: Compact Disc

ÅInfrastructure Automation

ÅInstrumentation, Monitoring, A/B
Testing, etc.



Build Systems ςModern Day

Now:
ÅCI: Continuous Integration

ÅCD: Continuous Deployment

ÅInfrastructure Automation



Dev Ops ςIllustrated / Tangent



Dev Ops ςAttackers Perspective

Å5ŜǾhǇǎΥ 9ǾŜǊȅƻƴŜΩǎ ŘƻƛƴƎ ƛǘ

ÅRush to do devopswithout thinking through security 
implications

ÅCI: Continuous Integration

ÅContinuously compromised compilers

ÅCD: Continuous Delivery

ÅSoftware that is untrusted from day 0

ÅCD: Continuous Deployment

ÅSo much for that segmented, secure 
production environment

ÅInfrastructure Automation

ÅUse this one cool trick to backdoor 
all servers at once



Dev Ops ςWhat It Means For Security



Dev Ops ςWhat It Means For Security

Code Full Of Vulns

²ŜΩƭƭ ¢Ŝǎǘ Lƴ 
Prod

Internet Hosted 
Systems

AWS 
Keys



Our Target ςCI Systems

ÅCI systems are the start of the chain of trust

ÅTest automation usually involves lots of creds

ÅPackaging including code signing done here

ÅOften CI systems are used as CD systems, or are 
very tightly coupled

ÅLike all areas of dev ops, most of these systems 
have had very light security review



CI Systems Reviewed

ÅJenkins

ÅTeamCity

ÅBamboo



[ŜǘΩǎ DŜǘ tǊŀŎǘƛŎŀƭ
COMPROMISING CI SYSTEMS



CI: Continuously Misconfigured

Å¸ƻǳ ŘƻƴΩǘ ƴŜŜŘ άvulnsέ ǘƻ ƘŀŎƪ /L ǎȅǎǘŜƳǎΦ  ¢ƘŜȅ 
are always* misconfigured

ÅSuccessful CI products are highly configurable and 
adaptable

ÅDev and build environments are always giant kludged 
together messes.  CI needs to work with this.

ϝL ŎŀƴΩǘ ǇǊƻǾŜ ŀ ƴŜƎŀǘƛǾŜΣ ōǳǘ LΩƳ ŦƛƴŜ ǿƛǘƘ ǎǿŜŜǇƛƴƎ ƎŜƴŜǊŀƭƛȊŀǘƛƻƴǎ

ÅComplexity and Security are 
opposites

ÅFor CI systems, install 
defaults themselves are 
often insecure



Default Configs - Jenkins

ÅJenkins (Hudson) is almost a decade old
ÅSecurity was not an original concern/priority

ÅIn the last couple years, significant security 
improvements made
ÅHow old is your install? 
ÅIs its config from a time when the defaults were terrible?

ÅDefault server listens on port 8080

ÅFresh install forces user defined or strong admin 
password

ÅUser registration disabled by default, but all users are 
admins

ÅPlugin bundle recommended during install

ÅBuild slave installed onto build master server



Historic Configs - Jenkins

ÅFor example, some of these used to be defaults..



Default Configs ςTeam City

ÅDefault server listens on port 8111

ÅUser is forced to choose an admin username / 
password

ÅUser registration enabled by default

Å!ƭƭ ǳǎŜǊǎ ƛƴƘŜǊƛǘ άtǊƻƧŜŎǘ 5ŜǾŜƭƻǇŜǊέ ǇŜǊƳƛǎǎƛƻƴǎ

ÅUnidirectional slave communications default

ÅBuild slave installed onto build master server



Default Configs ςBamboo

ÅDefault server listens on port 8085

ÅUser is forced to choose an admin username / 
password

ÅUser registration enabled by default

ÅbŜǿ ǳǎŜǊǎ ŀǊŜ Ǉǳǘ ƛƴ άōŀƳōƻƻ-ǳǎŜǊέ ƎǊƻǳǇ

ÅBamboo-user group can only view

ÅBamboo-admin is the only other group by default

ÅάwŜǎƻƭǾŜ ŀǊǘƛŦŀŎǘǎ ŎƻƴǘŜƴǘ ǘȅǇŜ ōȅ ŜȄǘŜƴǎƛƻƴέ ς
XSS

ÅBuild slave installed onto build master server



5ŜŦŀǳƭǘΩƛǎƘConfigs ςOnline

19,422 Hosts Online



5ŜŦŀǳƭǘΩƛǎƘConfigs ςOnline

..or at least 3,446 Hosts Online


