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Common Misconfigurations (and how to abuse)
Code Executiog By Design!

Slaves and MastersPivoting
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Aboutc WesleyWineberg

Previously: SCADA, Smart Grid, Medical Devices,
Stunt Hacking
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This research done independently
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Build Systemsg Unofficial History
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Code Repository
Build Server
lterative Buildsb SSR (2 | g2 AR
Testing done after build
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= Add to CVS Version Control

There are 37 resources that are not under CYS version confrol, Do
you want to add them?




Build Systemg Historical Hacking

Compiler Backdoors
Karger& Schell 1974

Ken Thompsog 1984
Reflections On Trusting Trust
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Few actual real world attacks



Build Systemg Modern Day

Now:
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Cl: Continuous Integration
CD: Continuous Delivery
CD: Continuous Deployment
CD: Compact Disc
Infrastructure Automation

Instrumentation, Monitoring, A/B OMG!
DevOps

Testing, etc.




Build Systemg Modern Day

Now:
Cl. Continuous Integration

€ . .
¢ *Bamboo TeamCity

Jenkins

Team Services

O
circleci

CD: Continuous Deployment

Infrastructure Automation
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Dev Opg lllustrated / Tangent

CONTINUQUS INTEGRATION

CONTINUQUS DELIVERY

CONTINUQUS DEPLOYMENT
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Source CoNTROL BuiLp STAGING PropucTiON
COMMIT CHANGES RUM BUILD AND UMIT TESTS ! o S © PRODUCTION
(a] DAL TESTS, AMD OTHER TESTS




Dev Opg; Attackers Perspective
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A Rush to dadevopswithout thinking through security
Implications
A Cl. Continuous Integration
A Continuously compromised compilers
A CD: Continuous Delivery
A Software that is untrusted from day 0

A CD: Continuous Deployment

A So much for that segmented, secure
production environment

A Infrastructure Automation

A Use this one cool trick to backdoor
all servers at once




Dev Opg What It Means For Security




Dev Opg What It Means For Security




Our Target Cl Systems

Cl systems are the start of the chain of trust
Test automation usually involves lots of creds
Packaging including code signing done here

Often CIl systems are used as CD systems, or are
very tightly coupled

Like all areas of dev ops, most of these systems
have had very light security review



Cl Systems Reviewed
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C' | ® https://dzone.com/articles/to

e Zone / DeVOpS Zone Sign In/ Join g a

REFCARDZ GUIDES ZONES AGILE BIGDATA CLOUD DATABAS NTEGRATION 10 AVA MOBILE PERFO CE MORE ~

Real-Time Cloud librato
Monitoring

Transform Your Monitoring Data Into
Valuable Insight At Any Layer of the Stack.

Start Your Free Trial Today

Let's be friends: O@@

Top 8 Continuous Integration Tools

Vladimir Pecanac provides an excellent overview of
integration tools your organization should be consicl R I [0 eT=1- fel ll 0 rLe] R (7= [11 (e R7/e1T . .
future. S BT EIE websites like this one?

Do you get your market research from

ﬁ,’ @ Yeah, the bigger the ad to screen
ratio, the mare trustworthy the
content

J e n kl nS Frobably, | just make Sean the

marketing intern do it

TeamCity
Bamboo






Cl: Continuously Misconfigured
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are always' misconfigured

Successful Cl products are highly configurable an
adaptable

Dev and build environments are always giant kludged
together messes. Cl needs to work with this.

Complexity and Security are

Your company has at least one Cl

O p p OS |teS system, and it's definitely

misconfigured. Befter hope it's not

For CI SyStemS, Insta” internet "l"E“EEINE'
defaults themselves are s
often insecure

FL OFyQli LINRPRGS I yS3IlIIABSE 0o




Default Configs Jenkins

Jenkins (Hudson) is almost a decade old
Security was not an original concern/priority

In the last couple years, significant security
Improvements made

How old is your install?
Is its config from a time when the defaults were terrible?

Default server listens on port 8080

Fresh install forces user defined or strong admin
password

User registration disabled by default, but all users are
admins

Plugin bundle recommended during install
Build slave installed onto build master server



Historic ConfigsJenkins

For example, some of these used to be defaults..

l-"’-i""-_| Configure Global Security

¥/ Enable security

¥/ Prevent Cross Site Request Forgery exploits

Crumbs Crumb Algorithm

® Default Crumb Issuer
Enable proxy compatibility

Hidden security warnings

on allows you to disable warnings published on the update site. Checked

¥ Enable Agent — Master Access Control

Rules can be tweaked here




Default Configg Team City

Default server listens on port 8111

User Is forced to choose an admin username /
password

User registration enabled by default
l £ f dzZaAaSNBE AYKSNARGO at NP
Unidirectional slave communications default

Build slave installed onto build master server



Default Configg Bamboo

Default server listens on port 8085

User Is forced to choose an admin username /
password

User registration enabled by default
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Bamboaouser group can only view

Bambooeadmin is the only other group by default
awSazft gdS | NOIATFEFOUa cO2y
XSS

Build slave installed onto build master server
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& port:8080 jenkins - Shoc X

& C | & Secure | https://www.shodan.io/sea

" SHODAN Explore Downloads Reports

%% Exploits *% Maps % Share Search & Download Results Ll Create Report

Dashboard [Jenkins]

Amazon.com

United States, Ashburn

Details

United States
e 35.164.210.175
France

Ireland Amazon.com

nited States, Boardman
Details
Amazon.com
Digital Ocean
Microsoft Azure
Amazon

Hangzhou Alibaba Advertis...

19,422 Hosts Online

Enterprise Access

Contact Us

& My Account
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..or at least 3,446 Hosts Online



