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Normal vs Cloud



Normal vs Cloud

1. Nmap

2. Nessus

3. Metasploit

Pen-Testing is a simple, 3 step process:



Normal vs Cloud

Nmap

ÅFind IP ranges

Å3ÃÁÎ ÆÏÒ ×ÈÁÔȭÓ ÁÃÃÅÓÓÉÂÌÅ

ÅOnce you have an entry vector, 
scan internal network

ÅMemorize obscure flags:
nmapɀT4 -A ɀv ɀPn -sT



Normal vs Cloud

Nessus

ÅRun against any promising hosts, unless you have some 
hours to kill

ÅIf doing paid pen-test, export results to PDF and email 
client along with bill



Normal vs Cloud

Metasploit

ÅGo through the hundreds of false
positives from Nessus until you 
find one you can exploit

ÅTake your shell and pivot to more 
hosts until you gain DA across the 
network (or root on the servers)



Normal vs Cloud

1. Read cloud vendor marketing docs

2. ,ÅÁÒÎ ÔÈÁÔ ÃÌÏÕÄÓ ÃÁÎȭÔ ÂÅ ÈÁÃËÅÄ

3. Tell client / boss they are secure



Normal vs Cloud

But more importantly...

Å(Ï× ÄÏ ÙÏÕ ÅÎÕÍÅÒÁÔÅ ÄÙÎÁÍÉÃÁÌÌÙ ÁÓÓÉÇÎÅÄ )0ȭÓȩ

ÅWhat is the internal network when everything has a public IP?

ÅIf the cloud vendor patches everything on time, what is there 
to exploit?

ÅEven if you do exploit a server, what is there to pivot to?

ÅHow will we ever get DA again??



Cloud Translation



Cloud Translation ɀTypical Tasks

Task Normal Cloud

Hosting a Website
Put HTML / code on 
ÓÏÍÅÏÎÅȭÓ ÓÅÒÖÅÒ

Put HTML / code on 
ÓÏÍÅÏÎÅȭÓ ÓÅÒÖÅÒ

Hosting Files
Put files on an internal share.  

Or put files on an FTP
Put files on S3

Hosting Servers
Run your own SQL, SAP, 

Sharepoint

Run as IaaS VM, no 
different.  Or use SaaS, 

prebuild images, etc

Remote 
Workstations

IT hosts them somewhere
Cloud hosts them 

somewhere

Networking IT manages (usually locally) Cloud managed



Cloud Translation

Å&ÏÒ ÍÁÎÙ ȰÔÁÓËÓȱȟ ÔÈÅ ÃÌÏÕÄ ÉÓ ÎÏ ÄÉÆÆÅÒÅÎÔ ÔÈÁÎ ÔÒÁÄÉÔÉÏÎÁÌ 
ways of doing things

ÅWebsite vulns in the cloud are the same as website vulns not 
ÉÎ ÔÈÅ ÃÌÏÕÄȢ  9ÏÕȭÒÅ ÓÔÉÌÌ ÇÏÉÎÇ ÔÏ ÈÁÖÅ ΫΪΪΪ 833 vulns.

ÅThe security of your IaaS server is almost the exact same 
×ÈÅÔÈÅÒ ÉÔȭÓ ÉÎ ÔÈÅ ÃÌÏÕÄ ÏÒ ÎÏÔȢ

ÅMain differences (when it comes to security) are:

ïNetworking

ïAuthentication

ïVirtualization (in some cases)



Normal vs Cloud
From Infiltrate 2017 - Cloud Pivoting - Andrew Johnson, Sacha Faust:



Normal vs Cloud ɀAWS Translation

Self Managed Server

Internal Network

Firewall

Open Network Share

Event Logs, Syslog, etc

Domain / LDAP Admin

EC2 Instance

VPC

Security Groups

Open S3 Bucket

CloudWatch

AWS Root User



Normal vs Cloud ɀAzure Translation

Self Managed Server

Internal Network

Firewall

Open Network Share

Event Logs, Syslog, etc

Domain / LDAP Admin

Virtual Machine

Virtual Network

NSG

Open Storage Account

Azure Diagnostics / 
Activity Logs

Tenant Admin



Normal vs Cloud ɀGCP Translation

Self Managed Server

Internal Network

Firewall

Open Network Share

Event Logs, Syslog, etc

Domain / LDAP Admin

Compute Engine

VPC

VPC Firewall

Cloud Storage

Stackdriver

GCP Super Admin
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Enumerate

ÅIP ranges? No more.  

ï5ÎÌÅÓÓ ÙÏÕ ×ÁÎÔ ÔÏ ÓÃÁÎ ÁÌÌ )0ȭÓ ÁÓÓÉÇÎÅÄ ÔÏ Á ÃÌÏÕÄ ÐÒÏÖÉÄÅÒȢ  
7ÈÉÃÈ ÉÓÎȭÔ ÁÓ ÂÁÄ ÁÓ ÉÔ ÓÏÕÎÄÓȟ ÂÕÔ ÐÒÏÂÁÂÌÙ ÎÏÔ ÔÈÅ ×ÁÙ ÔÏ ÇÏȢ

ïDNS is the new IP!

ÅDNS Enumeration, but also HTTPS

ïCensys.io

ïDnsdumpster.com

ïShodan, etc

ï"ÒÕÔÅ ÆÏÒÃÅ ɉÇÅÔ ÓÏÍÅ ÇÏÏÄ ×ÏÒÄÌÉÓÔÓȣɊ

ï4ÅÌÌ ÐÅÏÐÌÅ ÙÏÕȭÒÅ ÄÏÉÎÇ Ȱ/3).4ȱ



Enumerate - DNS

Censys.io



Enumerate - DNS

DNSDumpster
(and others)


