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ACAAEET C ODPOI AZAOOEIT T Al 1
A Previously: Wurldtech , GE,Synack '
A-T OA OAAAT Ol Ug - EAOI Ol £#O0 ' UOOA
A Favourite hacking tools: Wordpad, IE, and MSTSC

A This research done independently
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l . Normal vs Cloud

PenTesting Is a simple, 3 step process:

1. Nmap
2. Nessus

3. Metasploit

7 i e

MEALRIGHT!

ITHATES



ormal vs Cloud

Nmap

Find IP ranges

3AAT &£ O xEAOB
Once you have an entry vector,
scan internal network

[ dihe's IP-Index x

&« C @ ipindex.dihe.de/ir

Stuff
Old Manuals

find in DB:

Memorize obscure flags:
nmap zT4-AzvzPn-sT

MICROS0OF33-108-0
MICROSOF81-163-0
MSFT

MSFT

MSFT
MCCL-CHN
MSFT
MCCL-CHN
MSFT
MCCL-CHN
MSFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MICROSOFT
MSFT

MSFT

MSFT




. Normal vs Cloud

Nessus

A Run against any promising hosts, unless you have some
nours to kill

A If doing paid pen-test, export results to PDF and email
client along with bill

) Nessus

TESt Configure Audit Trail Launch - Export -

Hosts > 192.166.56.102 > Vulnerabilities Compliance

Severity a Plugin Name Plugin Family Count Host Details
CentOS 6 /7 : openssl (CE...  CentOS Local Security Checks 1 IP: 192.168.56.102
DNS: S191.]

CentOS 7 : glibc (CESA-201...  CentOS Local Security Checks i MAC: 08:00:27:db:3e:a2



Normal vs Cloud

Metasploit

A Go through the hundreds of false [ T T

File Edit View History Bookmarks Tools Help

pOSItlveS from Nessus u ntil you ij‘f‘mm Metasploit % | ) Metasploit is initializing... x|+ |

& nhitps:/localhost 3790 v 9| |[Bv Googe C

find one you can exploit @ metasploit =

RAPIDF)

A Ta ke yo u r S h e I I an d O IVOt tO m O re If you've just finished installing Metasploit, the application will now take
. . up to 5 minutes to initialize. It's normal - please be patient and have a
hosts until you gain DA across the ot
!f you ha\tg already been .using the procluc.t. this. message may point to a bug
n etWO rk (O r rO Ot O n t ’] e Se rve rS) ;Er:gei:rlgﬁl;;atlon and require the Metasploit services to be restaried to resume
If the problem persists, you may want to consult the following resources:

* Metasploit Community Edition users: Please visit the Rapidy Security
Street forums to search for answers or post a question.

+ Metasploit trial users: Please contact your Rapid? sales representative or

email sales@rapid7.com.




l . Normal vs Cloud

1. Read cloud vendor marketing docs
AAOT OEAO AIlIT OAO

3. Tell client/ boss they are secure

Comtemt Pratectun
& Sacwrily



Normal vs Cloud

But more importantly...
ACTx AT Ul O AT Ol AOAOA AUl Al EAAI
A What is the internal network when everything has a public IP?

A If the cloud vendor patches everything on time, what is there
to exploit?

A Even if youdo exploit a server, what is there to pivot to?

A How will we ever get DA again??






Cloud Translation z Typical Tasks

Task Normal Cloud

Put HTML / code on Put HTML / code on
Ol I ATTAGO OAMMOAARIT AdO OA
Put files on an internal share.
Or put fileson an FTP

Hosting a Website

Hosting Files Put files on S3

Run as laaS VM, no

eIy SQIL SAE s B iee Saas,

Hosting Servers

SIEVE PR prebuild images, etc
Remote Cloud hosts them
. IT hosts them somewhere
Workstations somewhere

Networking IT manages (usually locally) Cloud managed



Cloud Translation
A&T O T ATU OOAOEO6h OEA Al 1T OA EO
ways of doing things

A Website vulns in the cloud are the same as websiteulns not )
Ei OEA AlITl OAS8 91 O6 OAVUBLEI I CI

A The security of your laaS server islmost the exact same
x EAOEAO EOG6O0 EI OEA Al T OA 10O 1
A Main differences (when it comes to security) are:
I Networking
I Authentication
I Virtualization (in some cases)



l . Normal vs Cloud

From Infiltrate 2017- Cloud Pivoting - Andrew Johnson, Sacha Faust:

Server Services

Subscription

Domain

4
)
Ve

5®)

=
>

O
D

O

N\

Domain Admin Subscription Admin

Credential Pivot

Pass the Hash

Private IPs Public IPs

RDP / SSH

Management APIs



| [0 Normal vs Cloud Z AWS Translation

EC2 Instance

Self Managed Server

VPC

Internal Network

Firewall

Security Groups
Open S3 Bucket
CloudWatch
AWS Root User

Open Network Share

Event Logs, Syslogetc

Domain / LDAP Admin




| [ Normal vs Cloud Z Azure Translation

Virtual Machine

Self Managed Server

Virtual Network

NSG

Internal Network

Firewall

Open Network Share Open Storage Account

Azure Diagnostics /

Event Logs, Syslogetc Activity Logs

Domain / LDAP Admin Tenant Admin




| ] Normalvs Cloud Z GCP Translation

Self Managed Server

Compute Engine

VPC

Internal Network

Firewall VPC Firewall

Open Network Share Cloud Storage

Stackdriver

GCP Super Admin

Event Logs, Syslogetc

Domain / LDAP Admin
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Enumerate

A IP ranges? No more.
511 A00 Ui O xA
7TEEAE EOT 860 A
I DNS is the new IP!
A DNS Enumeration, but also HTTPS

I Censys.io

10 Ol OAAI Al
6 AAA AO EO Ol

I Dnsdumpster.com

I Shodan etc

" O0O0OA &I OAA j CAO OI T A CiTA xI OAI EC
T 4A1T 1T DPAIT BPI A U O80A AT ET C O/ 3). 456



. Enumerate- DNS

Censys.io

(1] - O *
L. microsoft.com - Censys X
&« S5 C | & Secure | https://censys.io/ipvd?q=microsoft.com 13!| @E :
L, CeNSys  microsoitcom o~ ABOUT  BLOG MY ACCOUNT
~r
IPv4 Hosts Top Million Websites Certificates #F Tools= @ Help
I
Page: 1/3,098  Results: 77434  Time: 226ms

Filter by AS: 0 104.146.247.248
MICROSOFT-CORP-MSN-AS- & Microsoft Corporation (8075) @ Redmond, Washington, United States
BLOCK - Microsoft Corporation, o+ 443/https
Us: 4,946 @ * merlin.glbdns2. microsoft.com, diag-prod. merlin.glbdns2.microsoft.com, diag-prodbubble. merlin.glbdns2. microsoft.com
- Q, 443.https.tls.certificate.parsed.extensions.subject_alt_name.dns_names: diag-prod.merlin.glbdns2. microsoft.com
AMAZON-02 - Amazon.com, Inc.,
us: 3,021
- 0 104.146.246.248
AKAMAI-AS - Akamai & Microsoft Corporation (8075) @ Redmond, Washington, United States
Technologies, Inc., US: 2,878 £+ 443/https

@ * merlin.glbdns2. microsoft.com, diag-prod. merlin.glbdns2.microsoft.com, diag-prodbubble. merlin.glbdns2. microsoft.com
AKAMAI-ASN1, US: 2,294 X . . . . -
- Q, 443.https.tls.certificate.parsed.extensions.subject_alt_name.dns_names: diag-prod.merlin.glbdns2. microsoft.com
AMAZON-AES - Amazon.com, Inc.,
Us: 2,035 0 40.108.196.248
@ More & Microsoft Corporation (8075) @ United States

£ 443/https

@ * merlin.glbdns2. microsoft.com, diag-prod. merlin.glbdns2.microsoft.com, diag-prodbubble. merlin.glbdns2. microsoft.com
Filter by Protocol: Q, 443.https.tls.certificate.parsed.extensions.subject_alt_name.dns_names: diag-prod.merlin.glbdns2. microsoft.com
80/http: 72.98K

http £ 40.108.185.248

443/https: 42 92K & Microsoft Corporation (8075) @ United States

£ 443/https
1{ftp: 9.678 @ * merlin.glbdns2. microsoft.com, diag-prod. merlin.glbdns2.microsoft.com, diag-prodbubble. merlin.glbdns2. microsoft.com

Q 443.https.ils.certificate.parsed.extensions.subject_alt_name.dns_names: diag-prod.merlin.glbdns2. microsoft.com

8080/http: 8,190

25/smtp: 4,041

R

0140.108.186.248

. Mirrnenft Cornnration (8O078Y O |Inited ©tatec




Enumerate- DNS

DNSDumpster
(and others)



