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Hack like it’s
1999

(The past is always better than it really was)




Refresher on the year 1999....

Hacking is mostly trying to do things as cool as it looks in the movies

This is every hacker’s dream

B No explanation required




Hacking Tools From 1999

“Hacking”

ip scanner

et information aho
change sexver port
update sexver

ICQ notify

close s
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conpuier name:
0.0 user name:

windows folder:
system folder:
computer owner:
cOMpany:
version:
plaiform:
resolution:
direct X version:
hits per pixel:
cpu vendor:

cpu speed:
disk size:

more information
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Techniques / Vulnerabilities In 1999

* Client Side Validatign
* Full client applica
 Web applications!
* Your operating system

 Security By Obscurity
* Binary file formats
* XOR encryption
 Hardcoded credentials, backdoors, etc
e SSL? What SSL?

* “Trusting” Users
* Email viruses

* Instant message viruses
 The invention of the euphemism “social engineering”




Wesley Wineberg

e Back in Vancouver!
* Previously Red Team at Microsoft

* Infosec for more than a decade (almost as long as
the iPhone is old)

* 4% time speaking at BSides Vancouver




Mobile App
acking Goals

If you can measure it you
can manage it




Objectives — Less Hacking, More Analyzing

e Usually *not* to break into a phone
* Mobile operating systems mostly make this difficult
* Mobile malware is partially mitigated by the app store model

* Compromise app access or data
* Data on the phone
* Data in transit

e Backend / Vendor Accounts

 Compromising the backend is way more efficient than hacking users
one by one

* App secrets / access tokens
e Test and staging infrastructure




Scope Disclaimer

* There’s lots more to go wrong with mobile apps. The content in this talk is
just a starting point!




OWASP Top 10

OWASP does mobile too!

g ™\
M1 - Improper Platform
Usage

This category covers mi
system. There are several w.

Security by

[ ]
O b S ‘ : l I I 1t 5 ’ sther security control that is part of the mobile operating

S

e

o
™y
M2 - Insecure Data 9
Storage This new category is a combina = I unintended data leakage.
o
™y
M3 - Insecure
Communication This covers poor handshaking, incorrect SSL versions, weak negotiation, cleartext communication of sensitive assets, atc.
4

M4 - Insecure
Authentication

This category captures notions of authenticating the end user or bad session management. This can include:

= Failing to identify the user at all when that should be required
« Failure to maintain the user's identity when it is required
= Waaknesses in session management

ation

LU U




OWASP Top kéyar
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M5 - Insufficient

The code a if the aop fails to use cryptography at all when it should,

way MNote that anythi
that probabﬁ; )y &

Cryptography
rectly.

M6 - Insecure

P This is a category i
If the app does not &

failure.

ication, etc.).
“is an authentication failure not an authorization

MT7 - Client Code Quality

This was the "Secufifi BECISIORSNNS
things like buffer GUSHIGINESIGRISE

eSS Security by

M8 - Code Tamperin
! This category covers binary‘

Once the application is deli
application uses, or modi

obscurity -

M9 - Reverse Engineering

ither assets. Software - . wopper, otool, and other binary inspection tools give the attacker insight into the inner workings of
information about back enu - _.=, cryptographic constants and ciphers, and intellectual property.
M10 - Extraneous
Functionality Often, developers include hi r functionality or other internal development security controls that are not intended to be released into a production environment. For example, a developer may accidentally include a password as a comment

in a hybrid app. Another example INicludes disabling of 2-facter authentication during testing.




Interception |

So easy even the government could do it!

Useful for discovering:

* Insecure communications
* Client side authentication
* APl keys

* Backend API’s




Intercepting Proxies

“Offline mobile apps are great” — said no one ever

Regular Connection Intercepted Connection

5 e 1010104 g e
10010

s e
1010 Qs
Browser Website Browser Interceptor Website
(Or Mobile App) (Or Web API) (Or Mobile App) (Or Web API)

To capture and analyze traffic from mobile apps we need to intercepting their outgoing requests and the
Incoming server responses

Proxies do this in practice on many networks already — mobile operating systems are designed with this in mind

“Intercepting Proxies” are specifically designed for analysis functionality




Popular Intercepting Proxies

e Burp Suite Professional (or Community
Edition) l BURPSUITE

* Most popular and overall best
* /AP —Zed Attack Proxy Q
* Long time intercepting proxy tool

* Fiddler 3

e Popular for normal web debugging Fi‘ddler

— Request - :
.
Response Response

O

Request

G




Proxy Setup
Android

e Settings -> Wifi -> Wifi Name -> Manage network

settings
i 4

Ww-

Forget network

Modify network

Write to NFC tag

a 4:27

i m 428

WW-

Password

(unchanged)

|:| Show password

Advanced options

Proxy
Manual

The HTTP proxy is used by the browser
but may not be used by the other apps.

Proxy hostname

192.168.1.192

Proxy port

80

CANCEL  SAVE

105
Settings -> Wifi -> Wifi Name -> HTTP Proxy

B = 4:41PM 100% [ #

£ Settings Wi-Fi

v WW- a =

Wi-Fi @
®

CHOOSE A NETWORK...

dlink-70AF a = (1)
SHAW-2 a= (1)
SHAW-2 a= ()
TELUSS &= (D
WW- a= (1)
Other...

Ask to Join Networks

Known networks will be joined automatically. If no known
networks are available, you will have to manually select a
network

3> = 4:42 PM 100% [ +

£ Wi-Fi WW-
IP AQOress 192.108.1.19Z
Subnet Mask 255.255.255.0
Router 192.168.1.1
DNS 192.168.1.1
Search Domains .com
Client ID

Renew Lease

HTTP PROXY
Off Auto
Server 192.168.1.187
Port 8888

Authentication




Certificate Authority Setup

Browse to http://127.0.0.1 (or your proxy IP)

r ol 4:92 PM 100% ¥

192.168.197.128 ¢

Burp Suite Professional CA Certificate
Welcome to Burp Suite Professional. /
Safari #= = 4:53 PM
Android: R iOS:
" " Cancel Install Profile

< Security

Credential storage

.R ename Storage type PortSwigger CA

Hardware-backed
to " Cer - Signed by PortSwigger CA
Trusted credentials

f. t Verified v
11".5' Display trusted CA certificates

Contains Certificate

Install from storage More Details
Install certificates from storage

100% = #

Install



http://127.0.0.1/

Try it out — Then start hacking - Demo

| § Burp Suite Professional w1.7.37 - burpl.burp - licensed to Wesley Wineberg [single user license]
Burp Intruder Repeater Window  Helo
r Target |/ Prozxy rSp\der r Scanner rlntruder rRepeater r Sequencer rDecoder r Comparer r Extender r Project options r User options rAIerts |
[ Intercept [ HITTP history | webSockets history | Options |
| Filter: Hiding image content
| B - Host hdethiodl URL Params Eclitec Status Length FAIME typoe Extension
| : e
|923 hittps: ifandroid.clients google.com POST folfedukDetails?au=1 W 200 95700 app |
lloza  rttp: tosidesvancouver com GET i 301 354
llozs Ihttps: e bsidesvancouver.com GET i 200 114758 |HTML 201 |
|||92B Hitps: dstatic squarespace .com GET Juniversalfscripts-compressedicommon-d304651 fohaeee051 cBh-min.en-US j 200 1467043 |soript =
|||92? Hitps: ifstatic squarespace .com GET funiversalfscripts-compressediper formance-f44dd3e351fe9ce92dc8-min.en-US js 200 45229 soript =
|||929 hitps: Ystaticl squarespace.com GET fstatic/sitecss/3aledcasdl 4e6b601 61121 2e/M B35 f0aacledb0i0ashTelb22ei5ale3d7eE1 6. W 200 593514 |CES css
ll9z0 https:muse typekit.net GET k11 ot Sat00vLLZnn_B3Xvi0a7 4My_nAE7 Gkm3hsew fe7 92fFHNSLILFREhS2HWDmywe. . 200 22244 =cript =
|||931 hittps: ifstatic] squarespace.com GET Setatichara5f0a9b0e4h0f 3eh 70352160/ 3200cripts site-bundle js 200 134855 script j= 3
|||932 ittps: ity oogle-analytics com GET fanalytics js 200 44535 script ji=
|||933 hittps: ifeenewy bsidesvancouyer com GET fazzetalii-icons avg 200 Q076 AL v
|||934 hitps: fuze typekit.net GET fatiS7 25050000000000000000305h1 a96/27 17 subset_id=28fvd=n38v=3 W 200 19534 AR
|||935 hitps: iuse typekit net GET fat0c5{71/00000000000000003609k1 2a0/27017subset_id=28fvd=n35%v=3 4 200 20542 app
|||93B hitps: use typekit.net ET fat7155H{0000000000000000309k1 aQc27 17 subset_id=24fvd=nE8v=3 o 200 20486 app
|||93? hittps: use typekit.net GET fatf304202/00000000000000003k9k1 a9e/2707subset_id=28fvd=n7&v=3 4 200 20682 app
|||938 hitps: usetypekit.net GET faif caS30/00000000000000003k3h1 a84/27 17 subset_id=2&Tvd=n2&v=3 4 200 20194 app
|||939 it ity bigidesvancouver com POST fapifcenzusiRecordHit Porumb=BhwAtiy ChEDLUMZWES Y mZiMTREZDMMNDY ™ 220023 . 4 200 292 SO
|||94D ittprs: ity bzidesyvancouyer com POST fapifcenzusbutton-render Porumb=BbwAy CHEDLUmIWES Y mZiMTRE ZDMMDY Y 22 ZWE ... v 200 592 SO
|||941 hittps: imaps googleapis .com GET fmapsfapifs tv=38lbrares=placesScalback=CGoogleMaps ApiLoadCallback&key=AlzaSyBad. .. s 200 107380 script
|||942 hittps: ity bzidesyvancouver com POST fapifcenzusibutton-render Porumb=BbwAWy CHEDLUmIWES Y mZiMTRE ZDNMDY Y 22 ZWE ... o 200 592 SO
|||944 hittps: iteenewy bsidesvancouyer com POST fapifeventsRecordEvent W 200 337 JSOM
|||945 Hitps: ity bsidesvancouver com GET fapiM hp-rumfsettings e T -user-sites 200 468 JSOM
|||951 hitps: use typekit.net ET fatfSd 3e/0000000000000000309k1 292717 subset_id=28fvd=i08v=3 o 200 22506 app
"ISSZ hittps: use typekit.net GET fatfShE30700000000000000000001 STRV27A7subset_id=28fvd=n7&v=3 4 200 23310 app -
|||_CH‘|3 httos: fiuse tvoekit net GET atiPd51 2RNNNNONONNNONNNNANAN NHSRP7A?subset_id=2afyd=ndfv=" o il N747 ann il
1 [l »
1l |
Reguest r Responze
R Headers
[FET / HTTE/1 1 -
Host: www bsidesvancouver com |
Connection: close
Upgrade-Insecure-Recquests: 1
User-Agent: Mozillas5.0 (Linux; Android 5.1; XT1l034) AppleWebKit/537.38 (FHTML, like Gecko) Chrome/73.0.38832.75 Mobile Safaris537.36
Accept: text/html,application/xhtml+txml, application/xnl;q=0.9,inage /webp, inage/apng,*/*;q=0.8, application/signed-exchange;v=h3
Accept-Encoding: gzip, deflate
Accept-Language: en-CA,en-GB;q=0.9,en-US;q=0.8,en;q=0.7
-]
Tipe 2 search term 0 matches




Sample App — Grouse Mountain 105 Demo

Grouse Mountain’s mobile apps will be
the unlucky demo for network traffic

Apologies for picking on them!




Sample App — Grouse Mountain 10S Demo

* Backend API’s

* Third party services

* Types of data being sent

* No need for advanced “hacks”, just look at the traffic!

Demo continues (hopefully)




Sample App — Grouse Mountain Android Demo

* No HTTPS for any authentication requests
e HTTPS is used for other less sensitive things

* iOS “Grouse Grind” App is the same

» Typically of *many* mobile applications, even

in 2019

039  [|hitps:Mhewewy grousemountain.com GET fapit2iconditions Plocale=en

040 |hittp: Mmobileapi grousemountain.com GET fgrinchhistorys

044 hittps: ey grousemountain.com GET fapit2iconditions Plocale=en

042 |hittp: Mmobileapi grousemountain.com GET Jusers

043 |hittp: Mmobileapi grousemountain.com GET Jusers

044 |hitps:Mupdate googleapis com POST Izervicelupdate? Poup2key=8: 385746528054 cup2hreg=1e0ea92101 76591 4c841505241 5360. ..
045 p:I.frncuhileapl.grnusemnurltain.u:-:um POET Jogin

SRR

_Raw |/F‘arams rHeaders |/He>c: |

Host: mobileapi. grousemountain. com

POST /login HTTP/L.1 1

Aocept: application/json

Content-Type: application/x-www-form—urlencoded \\

Content-Length: && —rr a - a "

Commection: close
Accept—-Encoding: gzip, deflate
User—-Agent: okhttp/3.10.0

username=testipassword=testpasswordidevice_ id=&adevice type=android




Bypass Certificate Pinning: 105 Kill Switch

* iOS Kill Switch 2

e OQOriginally from iSecPartners
e https://github.com/nabla-c0d3/ssl-kill-switch2

* Bypasses almost all certificate pinning on iOS




Reverse
Engineering |

Dynamic and Static Analysis

Useful for discovering:

* Hardcoded secrets

* Client side authentication

* APl keys

e Test and debug functionalities

* Dev/test/ staging environment details
* Backdoor mechanisms

* Missing security options




Mobile Application Reverse Engineering

Android 105
e Runs a Linux like OS e Runs a BSD like OS
* Mostly ARM, now x86 too  ARM processors (older was 32bit, newer is 64)
e Java mostly e Objective C mostly
* Applications decompile nicely e Applications do not easily decompile
* Javais an compiled to an intermediate form, not to raw e Application binaries contain raw machine code
machine code « Disassembly to assembly language
* Compiled Java bytecode contains (by default at least) a large e Possible decompilation back to C

amount of metadata o
* Limited metadata

e End result is easy reverse engineerin . . o
y & & * End result is reverse engineering is not super easy




Android Apps

How to actually get a copy of an app

 All normal Android apps are distributed through the Google Play
Store

e There’s also FireOS with the Amazon app store

e Or developer / non-public apps 6\
* No direct way to download to PC ‘\‘e
* Various ways to interface with the play store API’s, but these are Q\)
always changing or being blocked %e
* Download to device -> Copy to PC a¥
* The best option! e

A\
e (Can use an emulator if really necessary \a\\b




Android Apps

How to actually get a copy of an app

1. Enable USB Debugging
a. https://developer.android.com/studio/debug/dev-options

2. adb shell pm list packages — this lists installed apps with their full names
3. adb shell pm path your-package-name — this prints the path to the “apk” file
4. adb pull full/directory/of/the.apk — this downloads the “apk” to your PC

Android SDK Required — It includes the adb application




From Dalvik To Java

* Android Uses “Dalvik” (technically “ART” these days) not a normal “JVM”
e All this means is the bytecode is different
e Dalvik bytecode is stored in “dex” files instead of “class” files

» Disassembled “Dalvik” bytecode is known as “Smali” or “Baksmali”
* You can also just call it disassembled Dalvik if you like

 Dalvik bytecode is almost the same as Java bytecode — translation tools exist




From Dalvik To Java

* Dex2Jar
d2j-dex2jar.bat <yourapp.apk>
* Will output a “jar” file

* apktool
* java —jar apktool _2.3.4.jar d <yourappname.apk>
* Will output “smali” files along with “resource” files

B Chuvindoustsystem3Zhomd exe EI@

F:“Proggies*apktool>java —jar apktool _2.3.4.jar d grousemountain—base.apk
I: Uszing Apktool 2.3.4 on grousemountain—hase.apk
Loading resource table...
I- Decoding AndroidManifest.xml with resources...
%: WARNMING: Could not write to <(C:sUsers Admin-AppDatasLocalsapktoolsframewvork).
using C:\Users\ﬂdmin\ﬂppData\Local\Temp\ instead...
%: Please be aware this iz a veolatile directory and frameworks could go missing.
pleaae utilire —frame—path if the default storage directory is unavailahle
: Loading resource tabhle from file: C:S\Uszers“sAdmin“AppDatasLocal«Tempsl.apk
Regular manifest package...
Decoding file-resources...
Decoding values =% XML=s.._.
Baksmaling classes.dex...
Baksmaling classes2_dex...
Copying assets and lihs...
Copying unknown files...
Copying original files...




Decompiling Java — Almost As Good As Source

* JD Core/ JD Gui
* http://java-decompiler.github.io/

* Application obfuscation is
fairly common on Android

* Most common obfuscation
results in variable and
function names like a, aa,
aal, aa2, etc

[“» BaseActivity.class - Java Decompiler
File Edit Mavigation Search Help
B &P e

@t grousemountain-base-dex 2jar jar &1

it aa
-f# android
-f# androidx

## airbnb.lottie
8} crashlytics.android

=-f# greusemountain.grousemountain
-3 common
B 3 adapters

) BaseActivity.dass
fuh BaseApplication,dass
faih Constants.class

fup Emailvalidator. dass
Jm_?p HimlCompat.dass

E

=}

fup LocationHelper. dass
£33 Jm_?p ViewModelFactory.dass
1 data

-7 di

f} soreens

juh AirshipReceiver.dass
Jnl_?p AutoPilot, dass

el

=g
=

journeyapps.barcodescanner

o T o o o [
] e G o e - )

@ BaseActivity. dass &7

b IgnoreloadOnltemSelectedlistener, class
@ LanguagesContextWWrapper.cass

Jnl_?p FirebaseMessagingService. dass
@ GeofenceTransitionsIntentService. dass
jakewharton.retrofit2. adapter.rxjava

package com.grousemountain.grousemountain.commaon;

= import android.content.Context;

import android.content.SharedPreferences;

import android.support.wd.app.FragmentActivity;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import com.grousemcuntain.grousemountain.di.Injection;
import java.util.HashMap;

import kotlin.Metadata;

import org.jetbrains.annotations.Mullable;

@Metadatalbv={1, @, 2}, dl={"\888.038\n\6082836\882\n\B882\6836"882\n\BA2\b\882\n\B62\82
public abstract class BaseActivity
extends AppCompatActivity

private HashMap _%_findViewCache;

public woid _%_clearFindViewByIdCache()

e {
=] if (this._ % findvViewCache != null) {

this. % findViewCache.clear();
H
H

public View _%_findCachedViewById(int paramInt)

e {1
=) if (this._§ findViewCache == null) {

this. % findViewCache = new HashMap();
}
View localViewl = (View)this. $ FfindViewCache.get({Integer.valueQF(paramInt));
View localView2 = localViewl}
if (localviewl == null)
e I



http://java-decompiler.github.io/

Decompiling Java — Demo

[“» BaseActivity.class - Java Decompiler

File Edit Mavigation Search Help

=& e

@ grousemountain-base-dex 2jar jar &1

it aa

[}
=

&
&
&
&

][]
(G El

e [ [ [

-f# android
-f# androidx

- com

airbnb. lottie
crashlytics. android
github

google

=3 grousemountain.grousemountain
[

3 common

4 adapters
H dialogs
i} exceptions
3 extensions

BaseApplication.dass

Constants. dass

Emailvalidator. dass

HimlCompat.dass
IgnoreLoadOnItemSelectedListener. class
LanguagesContextWWrapper.cass
LocationHelper.class
ViewModelFactory.dass

-ff data
1 di

£ screens

AirshipReceiver.dass

AutoPilot, dass
FirebaseMessagingService. dass
GeofenceTransitionsIntentService. dass
jakewharton.retrofit2. adapter.rxjava
journeyapps.barcodescanner

BaseActivity. dass &7

package com.grousemountain.grousemountain.commaon;

= import android.content.Context;

import android.content.SharedPreferences;

import android.support.wd.app.FragmentActivity;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import com.grousemcuntain.grousemountain.di.Injection;
import java.util.HashMap;

import kotlin.Metadata;

import org.jetbrains.annotations.Mullable;

@Metadatalbv={1, @, 2}, dl={"\888.038\n\6082836\882\n\B882\6836"882\n\BA2\b\882\n\B62\82
public abstract class BaseActivity
extends AppCompatActivity

5 {

private HashMap _%_findViewCache;

public woid _%_clearFindViewByIdCache()

i
if (this._ % findvViewCache != null) {
this. % findViewCache.clear();
H
H
public View _%_findCachedViewById(int paramInt)
1
if (this._§ findViewCache == null) {
this. % findViewCache = new HashMap();
}
View localViewl = (View)this. $ FfindViewCache.get({Integer.valueQF(paramInt));
View localView2 = localViewl}
if (localviewl == null)
i
£ >




Android Resource Files

APK’s contain more than executables:
® resources.arsc
e AndroidManifest.xml

e /res/ folder
o /lib/

* App specific files (often including configuration files)

Use apktool to extract resources.arsc and AndroidManifest.xml




Android Resource Files

Resources.arsc will extract to /res/values/<types>

E. = = | stringsxml - WordPad

Home View

-g---|---1---|---2---|---3---|---4---|---5---|---$---|---?-

<?uxml version="1.0" encoding="utf-8"?>

<resources>
<string name="Celsius or fahrenheit">Celsius or Fahrenheit</string>
<string nams="MAPS API REY">ATzaSyAf81k8 MSUS1RgC CRpVrSr—0JYY</string>
<string nams="Mestrics or impsrial”>Mstrics or Impsrial</string>
<string nams="_ 12 hours">12 Hours</string>
<string nams="_ 24 hours">24 Hours</string>
<string name="_ 48 hours">48 Hours</string>
<string name="_7 days">7 Days</string>
<string name="_ arcore cancel">Cancel</string>
<string name=" arcore continue">Continue</string>
<string nams="_ arcore_install app">This application regquires the latest version of ARCore.</string>
<string nams="_arcore_install featurs">This feature regquires the latest version of ARCors.</string>
<string nams="_ arcore_installing">Installing ARCoreds|</string>

<string nams="abc action bar home description">Navigate homs</string>
<string name="abc action bar up description">Navigate up</string>

<string name="abc action menu overflow description">More options</string>

<string name="abc action mode done">Done</string>
<string name="abc activity chooser view sese_all">3ee all</string>
<string nams="abc activitychoossrview choose application">Chooss an app</string>

<string nams="abc capital off">0FF</string>

100% (=)




Android App Memory Dump

* If an app is heavily obfuscated, just do a memory dump!

* adb shell ps

* adb shell am dumpheap <procid> /data/local/tmp/dumpheap.hprof
* adb pull /data/local/tmp/dumpheap.hprof

e [fan app isn’t “debuggable”

rewrite manifest or use app virtualization

@8 Cornmand Prarpt
13796 491

13848 491
“13846 491
13983 2

17387 491

19662 491
21556 491

21976 21556
22441 491

26341 491

nedia

root 28120 2
28611 491
28666 2
28748 2
28794 2
290089 2
29232 491
29342 2

Isystem 29349 491

951960 16060 ffffffff BOOOOOOG
978196 39496 fEfffffff BOAOOOOO
FEEFEEEE

con.android.chrone :sandho|

s

$ con.phanton
S migrations2
5 kuorker,/2:8
S kuworker/2:6H
5 ksoftirqd 2
5 migrations3
5 kuorker,/3:8
5 kuworker/3:6H
5 ksoftirqds3
R ps

S Fuorker/2:1
g Juworker/3:1
00 & lworker/3:2

CODREEEEE®
SEESNEIEEEEE®

a kworkers3:1H
1098600 19880 ffffffff BBBBBBBB D com.google.android.input

1285932 47500 ffffffff AAOOOOOA S con.android.vending
1316984 183956 FFFFFFFf BPBBABAA S com.parallel.space.lite

8284 FEFFEFEf AAAPABAA S parallel.monitor
1124656 63452 FEFFFFFF AAPABABA S com.google.android.gms .y

16992 348 FEEFFFEF BAAPABAA S /systemsbinstomd
1883968 19284 fEfFfffff AAPBBABA S com.google.android.googl]

lequicksearchbox:interactor

40996 612 fEFff£££f BAOOOOO0 S /systemshinsmediaserver
fEEff££f AAAOOOOA R kworker-B:3

1414784 105048 fEEEEfff AOAAAPOA S com.google.android.gms

fEE£ff @OABOAAA S kuworker- B:0

B B ffffffff 00000008 8 kworker/u: 1

a a fEf££E£f BAOOOOOA S kworker- u:d

a a fEff£E£f BAOOOOOA S kworker- @:4

950016 11768 ffffffff AAAOOOOA § com.motorola.MotGallery2

a ] FEFFEFEf AAAPABAA S kworker-B:2H

934636 112808 fEFFFFFf BBABABAA S com.gualcomm.atfuwd

IP:\Proggiessadt—bundle-windows—x86_64-20148782 sdk\platforn—tools>adh shell am d]
unpheap 13796 sdataslocal/tmp/dumpheap. hprof

F:“Proggies\adt—bundle-windows—x86_64-28140702 \sdk\platformn—tools>

= H = | dumpheap.hprof - WordPad
SRR | 2 | 3 T 5 ; ;
e a
ifice pEr( ligalip P < Tzl eth Pt 4 salleh
< ptda + L@ Tan #lies Q8 +U@%r é7-17 fot e=&é -+nfas 47-1'_fi B androiddls.1R-XT10342lsn-

COUPYFFEYY § rlcom.grjousemountain.grousemountain, |1.1.5° ir?
B "1:366284216739: android: 29439£38af4Zfleed

402b£953383d6335£££ecfh571922936° RAT o, < 1)

dixFlelfzEds
71+2651££00e140a729 1 &1 °1/4JalA llogs UIAZé @ I yyy Lot )
Lime nE -168 letelat 1ske 168
plez"lo%e lewdler" IaAaIaAAIm;AIeu 1eue Teu'p
Teup 1 8BA] 8E 1] 8hA q \I&l Tic licellic I s
fileta P’ g i (3] dhh P ota B
o tilets p'8 @ 1i=r ilice I = 1akh p &leu Al
i pta + L gb {64 #]6a L _ £ itfsia p ta {8d
[N pta f Tag 46" L5 .11
P SEC#] 8B -l 103 4188 p ta + L 188 #]8E
L] e n -ileu p "7 dyybhileEe ptd 1t Teud#leud | LT 8E pta + i
q late#lafe ] com.grousemountain., grousemaountadinl
[5:58 p ta  + | lere#] ae [l 1. 1. s5:1leue p 3 0 911168 ptda 1+
Tat #lat | 40 abf9b9383d6335fffecfhbi57132233alle P’ O
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Is1 pta o+ 7 leoh#l=0h "l1:36624421673%:android:284833£38a
£42 £1 s ellsl ptd 1t
1ip #{ip
| d1xFle10zES4&lls" pta + f 12p0#] 200 4l 2651 ££00e140a723
#leup
=0rls p sel&\ilelarle ip sel
13pi—Pp TEps", ‘Iu pt p l&0 #l&0 x| sELECT rowid, name,
tlmestamp, data FROM raw_events WHERE app_id = 7 and
metadata_ fingerprint = ? ORDER BY rowid 170]
ptd + prily TA0 1Te- pte | 10mpll|4 Tip*Ta] LIip* P |8 loE lo
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105 Apps

How to actually get a copy of an app

* All normal iOS apps are distributed through the Apple App Store

e Or developer/ non-public apps

 PC downloads are encrypted
* Apple’s FairPlay DRM protects executables

* Download to PC -> Copy to device -> Unprotect -> Copy to PC
e Tools change across iOS versions

* Once setup process is fairly painless
* Works best on iOS 10

Jailbreak Required™




By The Way...

If you are unfamiliar with Jailbreaking on iOS:

1. Getyour credit card

MEMBER SINCE

a3

if INSERT CHIP HERE

2. Typein “lailbroken iPhone” on ebay.com

ﬁ jailbroken iphone | eBay X +
— & 8 https://www.ebay.com/sch/i.htm|?_from=R40&_nkw=jailbroken+iphonef_sacat=0&_sop=15
Hil Sign in or register | Daily Deals | Gift Cards | Help & Contact Sell Your Phone

for More
m y fg@%gﬁ.v jailbroken iphone

Related: iphone 6 jailbroken  jailbroken iphone x  jailbroken ipad  iphone & jailbroken iphone 63

Cell Phones

iphone x  jailbroken iphone plus  jailoroken iphone 7 iphone 62 plus  iphone




105 Apps

How to actually get a copy of an app

Download via iTunes on your PC

. Sync to your iPhone

SSH into your iPhone

rc -m - this launches the menu for rasticrac
Clutch —d <id> - for older phones
bfinject, etc foriOS 11

. SFTP to your phone and copy the outputted “ipa”
package to your PC

"F
v
"F
"F
"F
"F
v
"F
"F
"F
"F

N o U s W e

Rasticrac is available in iPhoneCake and AppAddict repositories. Or as standalone.
Clutch is available from AppAddict repository or as standalone




Disassembling 105 Applications

* Hopper
* IDA Pro
 Others... Binary Ninja, Ghidra, etc




Disassembling 105 Applications

Possible to recover:
* Program structure
* Function names

* Some variable names

Does not recover:

e High level instructions

Applications are rarely obfuscated

Q IDA - Z\TesthBsides2019%Grouse Grind [Grouse Mountain Resort] (v1.29 w1 LP os8004Payload\GrouseGrind.appiGrouseGrind

Eile

|z| Functions window

Ed mp  Search  Miew Debugger Options

Library function Data [ Regular function

it Ju Wifindows  Help
HEH ey 8 ) o D At - X > OO (e %] @A
o NN

Unesplored B Instruction

External symbaol

o8 x | B s view-a B |I§|Hexwew-1

| @ Structures

| LE Enums | |‘PE| Irnporks

| @ Exports

=N NN =5

Function name Ser *
E -[Annotationser title] _tt—l
E -[&nnotationlser subtitle] ke
E -[&nnotationser initWithUser] ke
E -[&nnotationser setCoordinate:] ke
E -[&nnotationser coordinate] ke
7 -[AnnotationUser user] _ ke
E -[&nnotationlser setlUser:] ke
? -[AnnotationUser oo destruct] ke
E -[ChallengeSumrmandfienController initWithMibMame:b.., _te
E -[ChallengesummandfiewController viewDidLoad] _te
E -[ChallengeSummandfienController didReceivebdemong., _te
E -[ChallengeSummandfienController forChallenge] _te
E -[ChallengeSummandfiewController setForChallenge:] _te
IE -[ChallengeSumrmandfiewCantroller .codestruct] ke
? -[LoginContraller init] ke
E -[LoginController makeloginRequestifithUsername:and.., _te
E -[LoginController loginCormplete:] _te
E -[LoginCaontroller makeGuestLoginRequest] _te
E -[LoginController guestLoginComplete:] _te
E -[LoginController makelogoutRequest] _te
Iz -[LoginContraller logoutComplets:] _te -
“ 1 ¢

.‘fE.Graphoverview O &8 x

E Qutput window
The

initial autoanalysis has been finished.

Dowm Disk: 29GE

80.00% (-216,-32)

rPE

start

var_20=
var_16=
var_sh=

TP
5TP
5TP
ADD
Hou
Hou
BL
Hou
ADRP
LDR
ADRP
LDR
BL
Hou
BL
Hou
ADRP
LDR
ADRP
ADD
BL
Hou
BL
ADRP
LDR
ADRP
LDR
BL
BL

(110,249) 00Z1E71C 000000010003B71C:

; Attributes:

EXPORT start

bp-based Frame

K22, ¥21, [SP,#-Ox10evar_20]Y

w208, $19, [P, ROx20+var_10]

%29, %30, [SP,#0x2@evar_s0]

w29, SP, #Ox2Z0

w2e, ¥

w21, Ko

_objc_autoreleasePoolPush

w19, Ko

%8, #classRef_HSThreadR@PAGE

w8, [R8,#classRef_HSThread@PAGEOFF]

#8, #selRef_currentThread@PAGE

&1, [%8,#selRef_currentThread@PAGEDFF]
_objc_msgSend

x29, X29
_objc_retainfutoreleasedReturnlalue

w2z, Xe

%8, #selRef_setHame BPAGE

%1, [X8,H#selRef_setHane_BPAGEOFF ]

#2, #cFstr_Mainthread_1@PAGE ; “nmainThread”
#2, X2, #cfstr_Wainthread_1BPAGEOFF
_objc_msgSend

e, %22

_objc_release

%8, #classRef_GrouseGrindippbelegate@PAGE

A8, [¥8,#classRef_GrouseGrindippDelegate@PAGEDFF ]
%8, #selRef_classEPAGE

1, [#8,#selRef_class@PAGEDFF]

_objc_msgSend

_HSStringFronClass

; "mainThread”

start (Synchronized with Hex WView-1)

O & x




Disassembling 105 Applications

File  Edit  Jump

Library function

\Z Funictions window

I
|G 11 rer OO OO 0y
Data [l Regular Function

O & x || [FElpaviewa

Search

Wiew Debugger
ol S 2

Q IDA, - Z\TesthBsides2 0194 Grouse bMountain Resort [Grouse Mountain Resort] (v3.0.6 w1 365 Univ Pyl 0% LP 0510005Payload\GrouseMT apphGrousehT

o - # i X[ > O Ovodehg= -] %5 @ E*E
e ]

Unexplored [l Instruction

Options  Windows Help
wlid @ of g B

ole s

External symbol

|| [] strings window E3 | 5] Hex view-t

| @Structures | @ Imports | @ Exports |

| [E=] Enums

_n
=
g
a
=
o
g
=
o
£

sub_100007DA4
sub_1000070B4
sub_1000070DC0
sub_100007DCC
sub_1000070D%
sub_100007DE4
sub_100007DF0
sub_100007DFC
sub_100007E0G
sub_100007E24
sub_100007E30
sub_100007E40
sub_100007F54
sub_100007F94
sub_100008020
sub_100008088
sub_1000080B8
sub_1000080F8
sub_10000814C
sub_1000081DC
start

N e e s

-

Address

IE __cstring:0000..,
Fs] __cstring:0000..,
ST __cstring:0000...
FsT __cstring:0000...
ST __cstring:0000...
ST __cstring:0000...
ST __cstring:0000..,
] __cstring:0000..,
5] __cstring:0000..,
Fs] __cstring:0000..,
Fs] __cstring:0000..,
FsT __cstring:0000...
ST __cstring:0000...
s __cstring:0000...
ST __cstring:0000..,
] __cstring:0000..,
B __cstring:0000..,
Fs] __cstring:0000..,
Fs] __cstring:0000..,
FS] _cstring:0000.

Length

noogoazy
noogonsl
noonoazs
noonoaza
noonoazy
noonoaza
noononzz
noonoozz
noogoazo
noogoaz3
noonoaza
noonoazo
noonoazz
noonoazz
noonooiF
noonoozz
noogoaiy
noogonie
noogoais
noonoair

Type

OO OO0 00000 O 000000000

String

T UTview® ", MW WprofilelmageShadowdiewn
T " UisualEffectWiswd", N Wblurvisual EffectView
T@" LUlviewt", N VgrindInfoContentyien
T "UlLabel", MW WlatestGrindTimelLabel
Ty UILabelh", MW WiatestGrindTitleLabel
Ty UlLabely", MM W grindsRernaininglnfol abel
T UIview® ", M N Whistary Conte ntView

T UlLabely", MM WhistoryTitleLabel

T " UIButtony", NN WhistaryButton

T UTviewt ", MWV ranking ContentWiew

T ULabely", MM WrankingTitleLabel

T LIButtony”, M, VrankingButtan

T Ulviend", MW, Ybadges Cantentiien
Ty UlLabely", MW WbadgesTitleLabel

T UIButton'", M 4 WVbadges Button

T UILabe ", MW W riendsTitleLabel

view fadefcceleration
GrindFeaturesLoginRequired
GrindLoginRequired
$36GrousetT9HeroPagerP

ATz idle  Dowmn

Disk:

30GE

sub_ 100008238 noogooie C https oundcloud.corm

sub_10000824C s’ _cstring:0000,., 00000024 C $5BGrauseMT21HerolmageCarouselableP

sub_ 100008270 IE __cstring:0000.,.  0000001B C $58GrouseMT12EventDetailsP

sub_100008294 s’ _cstring:0000., 0000001E C $SBGrauseMTI12 A ivity CellCOP

sub_100008248 = __cstring:0000,,, 00000012 C scheduled to open

sub_1000082CC fs] _cstring:0000,., 0000003C C WARM [#4s:22d] Unable to reset the binary image log file #shn

sub_1000082F0 5] __cstring:0000.., 00000020 C CL3BinaryImagelnit_block_invoke

sub_100008314 [s! _cstring:0000.. 00000048 C WARM [%4s:%%d] Error: Unable to open the binary image log file during inityn

sub_100008338 Fs’ _cstring:0000.. 00000026 C CLiBinaryImageSafeFindlmageForfddress

sub_10000835C fs’ _cstring:0000.. 0000005E C WARM [34s:22d] Invalid node pointer encountered in context's writable binary image at index %60

sub_100008370 [s’| _cstring:0000,,, 00000014 [ WARM [65:%d] null inputhn

sub_ 100008380 || 8] _estring:0000,, 0000001F C CLSBinaryImageFindlmageForlUID -

— ar [ L
Line 2031 of 44685

@ Qubput windaw O & x
The initial autoanalysis has been finished. =
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W T TP LTI TIM Ty | S e | L) W 0w (A 'S’ AR M N P B el [ISUuSUugyc L e ] o
RSt 1 NCVARY 1 TO0Y RO TR e =~
Library Function Data [l Regular Function Unexplored [ Instruction External symbol
EFunctinns window O @& X | 04 Yiew-& @ | IE Strings window | @ Hex Wiew-1 | IE Structures | L-j Enums | ﬁ Imparts | 5 Exports ‘
LR AW, (AN
Function name Segi * I : J " !
[F] sub_1n00070244 _te: L
| £] sub_1000070E4 _te:
| £] sub_100007DCO _tes loc_1080ERB1C
E sub_1000070DCC _tes BL _swift_getHetatypeHetadata
= il ADRP X8, #quord_1889E6CHPEPAGE
Lf] sub_100007D08 _tes DD %8, ¥8, #qword_18P9E6CEORPABEDFF
sub_100007DE4 ke STLR %@, [%8]
sub_1000070F0 _tes J ¥
sub_100007DFC tex 7]
- - M E]
sub_100007E08 _tex
sub_100007E24 _tex loc_1080ERB2C
" STR X8, [X22,#0:38]
sub_100007E30 e STR X23, [X22,R0%20]
sub_100007E40 _te: ADRP X8, # SSypH_ptr@EPAGE
sub_100007F54 _te: o i }‘:9-§§33yv"_Ptr@“9"E°ffl
| £] sub_100007F94 _ter HOU XA, X22
E sub_100008020 _tex BL _$$Sat@FoundationE19_bridgeTolbjectiveCSo7HSArrayCyF
7] sub_t00008088 te: ot heg, e
9 b —re Hou X0, ¥22
1| sub_1000030B8 _te: BL _swift_release
T " ADRP KB, HselRef_with_GPAGE
L] sub_1000030F% —te LDR X1, [%8,HselRef_with_GPAGEOFF]
| £] sub_10000814C _tes HOU Ra, X241
(7] sub_10000810 te: Hou 2, X23
T - 2 o
E sub_ 100008238 _te: BL _uhfc_retainnutnreleasedneturnllalue
= i HOU ¥21, X
] sub_10000824C _te: HOU X0, X23
| £] sub_100008270 _te: BL _objc_release
T . Hou e, x21
\; sub_100008294 _te: BL "obic release
Lf] sub_100008208 e ADRP 8, ficlassRef_GHSServices@PAGE
| F] sub_1000082CC _te: h:ﬁ Xa, _Ptﬂl.ﬂté}a;:l_!E{TGVBdg;r:Eéies@‘nﬁiﬂfF]
F] sub_1000082F0 _te: HOU Tou g rratizedib]BRlass
E sub_100008314 _te: ADRP %8, HaRizasyaFBLkB_hBPAGE ; “AlzaSunFelkE_hciRHHIUS1KqD_DRpUrSr-BJyy"
¥ o ApD ¥8, X8, #anizasyaFBLlkB_hEPAGEDFF ; “AlzaSynf8lkE_hcIRMHOUSLHgO_ORpUrSye-Bayy
] sub_ 100008338 e ORR X0, X8, ®0x8000000000000000
| £] sub_10000835C _tes HOU W, #0x27
? sub_100008370 _tes ﬁlliu iggss;ﬂl’uundatiun[lﬂ_bridg?Tul]hjectiueCSuBNSStrlngCyl’
sub_100008380 _tes ADRP K8, #selRef_prouideAPlKey @PAGE
sub_10000838C _ter - LDR ®1, [XB,.#selRef_providedPIkey_BPAGEOFF ]
e y HOu e, x21
Hou X2, X22
BL _objc_msgSend
HOU 22
0 BL _objc_release
.fa, Graph overview O &8 x BL Sub 1806F 7768
HOU K21, Xo
B2 %21, loc_10B0EBCYC
L ]
FE
ADRP %8, #iclassRef_HSBundle@PAGE
LDR X8, [H8,#classRef_NSBundleRPAGEDFF]

E Output window
FUILLLUIL dFYuiielic LIFUFidLLUIl Iids UEEI prupdydied

80.00% (662,1743)

(1043,401) 00ALCES4 00000001000ESES4: sub_l000ESAO044+190 (Synchronized with Hex View-1)

O & x




Analyzing 105 Applications

* Analyzing disassembly is (somewhat) hard
* Just use strings and grep instead!

LT PO LS E gyelE] ntain.
. e oLt ai n.
nah1le.opentahle. cor

LU PO L S 2 g lR] ntain.

Ut
ation-ho

qr
RS oL Nt at n. cor : am. html Putm_source=1os&utm_medium=appdutm_campaign=apptra

ol eSO Ut at n. / gal

+5Tablevi ewode]

ium=appdutm_campai gn=apptraffic
utm_med um=app&utm_campai gn=apptraf

m_source=1os&utm_medium=app&utm_campaign=app

ys@utm_medt um=applutm_campai gn=:




10S Resource Files

Marme

. _CodeSighature
 MainStoryboard, storyboardc

|B Applcon®:2 9@ 2 phg

|BS Apploond0:400@ 2 prg

|BS ApploonGl=60@ 2 prg

|| Assets.car

|Z| BadgelchievedWiewCaontroller.nib

|Z| BadgeTableCell.nib

2| ChallengeTableCellview.nib

L CustomAnnotationtiew nib

I

I

2| debugChallenges.json

I

' debuglUserjson

I

I defaultConfig.json

I

' GrindCompleteViewController.nib
|Z| GrindHistoryTableCell.nib
|| grindMidLocation.gp:x

I

|| grindOutside Startlocation.gpe
|| grindRealStartlocation.gp:x
|| grindStartlocation.gpx

|| grind3toplocation.gpe

|Z| grindTrailPaoints.json

|| GrouseGrind

|| GrouseGrind.cre

Cemiimn Ceied AN

Date modified

FA252018 152 P
3162019 9:51 &AM
252018 152 P
FA1252018 152 P
T122018 152 PR
FA252018 152 P
FA252018 152 PM
FAL2F2018 152 PR
FA252018 152 P
TF122018 152 P
252018 152 P
FA1252018 152 P
T122018 152 PR
FA252018 152 P
FA252018 152 PM
FAL2F2018 152 PR
FA252018 152 P
TF122018 152 P
252018 152 P
FA1252018 152 P
T122018 152 PR
F1352018 9:01 AkA
FF1372018 9:01 &AM

2HEMOAN 4000 Akd

Type Size

File falder

File folder

PMG image 42 KB
PMG irmage 44 KB
PMG image 46 KB
CARFile 34,516 KB
MIE File 4 KB
MIE File ER::
MIE File b kB
MIE File 2 KB
JZ0M File 12 KB
JZ0M File 1kE
JZ0M File 5 kB
MIE File 5 kB
MIE File ER
P File 1kE
GP File 1kE
EPH File 1kE
GP File 1kE
GPH File 1kE
JZ0M File 46 KB
File 4,147 KB
CRC File 1kKB
Thn Cil- 18 LD




10S Resource Files

IPA’s contain more than executables:
* plist files
* Info.plist
e Storyboard folders — not useful
» /frameworks/ (this is actually just more executables)
* App specific files (often including configuration files)

Use plutil to extract plist files




10S Resource Files

To convert a plist to XML:
* plutil —convert xmll filename.plist

For example:

tests-Mac:Downloads test$ plutil -convert xmll GoogleService-Info.plist
tests-Mac:Downloads tests I

]

(=] = | GoogleService-Info.plist - WordPad

Home View
-g- R R R R RN Y RN RN K Sy

<?xzml version="1.0" sncoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"™ “http://www.apple.com/DTDs/Propertylist-1.0.dtd">
<plist version="1.0">
<dict>
<ksy>AD UNIT ID FOR BANNER TEST</ksy>
<string>ca-app-pub-3940256099942544/2934735716</string>
<key>AD UNIT_ID FOR_INTERSTITIAL TEST</key>
<string>ca-app-pub-3940256099942544/4411468910</string>
<key>RPI KEY</key>
<string>AIlzaSyDEFXDTSmDraSTAPxSn bkXgNOtblJINSbw</string>
<key>BUNDLE_ID</key>
<string>rio.freshworks.GrouseMT</string>
<key>CLIENT_ID</key>
<string>366244216739-n6lkase73alermt83mm]tB8id8pededdk. apps.googleusercontent. com</string>
<key>DATABASE URL</key>
<string>https://grousemt-£5dd9.firebaseio.com</string>
<key>GCM_SENDER_ID</key>
<string>366244216739</string>
<key>GOOGLE_APP_ID</key>
<string>1:36624421673%9:105:2db54%087d2£e904</string>




105 App Memory Dump

* If an app is heavily obfuscated, just do a memory dump!
* memscan -p 8650 -d -0 rbos.mem
* Or
* python fridump.py —U appnamehere

tests-iPhone:~ root# memscan -p 23593 -d -o grouseout.mem

Author: Grant Douglas (@Hexploitable)
Blog: https:

Version: 1.4-dirty

Progress: 100%

Finished.

Dump written to: grouseout.mem
tests-1Phone:~ root#




Real World Examples

$300,000
$250,000
$200,000
$150,000
$100,000

$50,000

S{0)

What does this look like for real world apps?

Gross Revenue

ZBY Y20V Y 20X Yav? QN6 S 20X

Company Sales

B S$6,750m $33,750

$270,000

$135,000

Revenue Over Time

$300,000

$250,000 /

$200,000

$150,000

$100,000

$50,000

SO
Y O =200 S 20X¥ -20Y Y 2 QN

D




Real World Examples — BSides Sponsors!

RSA

8 CHECKMARX

OPTIV
Fi:RTINET Scal$ @

Bitdefender

proofpoint. @aeweemmer 3 cmg’
" Gigita

Cwirefire

mimecast

@5ECURIT‘I’

KOBALT

onelogin

Carbon Black.

T/ MERGEBASE




Real World Examples — BSides Sponsors!

RSA

8 CHECKMARX

OPTIV
Fi:RTINET Scal$ @

Bitdefender

proofpoint. @=eweemmer 5 cmg’
" Gigita

Cwirefire

mimecast

@5ECURIT‘I’

KOBALT

onelogin

Carbon Black.

T/ MERGEBASE




Fortinet — Too Many Apps

800 << > w — (@]

< # Apps ¢ 0

App Store > Fortinet

iPhone Apps By Fortinet

Bestsellers ~

Library  Updates

FortiClient FortiToken FortiExplorer FortiExplorer
Utilities Mahile Lite Utilities
* Get |~ Business Utilities t Get | v

* Get |~ * Get |~ In-App Purchases

In=App Purchases

KVB Token

Urtilities

* Get | v

Apple Music Explore
Get 3 Free Months of Apple Music Music
Beats 1 Maovies

TV Shows

Features

Browse
Purchased
iTunes Match

FortiwLM App
Business

FortiRecorder FortiFone
Mabile Business
Business Get |~
* Get |~

Help

Support

iTunes Tutorials
In-App Purchases

Q fortinet

THE

COLLECTIVE

CI50

Business

Get




Fortinet — The CISO Collection

* Resources files:
e Google API keys —work for some services

<?xml version="1.0" encoding="utf-8"%>
<resources>
<string name="BRASE URL">*https://api.thecisocollective.com/wp-json/jwt—auth/vl/</string>
<string name="desfault web client id">550677879510-£70k%cvalbgb3kjgmjlmvijlvjebvkBhZ.apps.googleusercontent.com</string>
<string nams="firebase database url">https://thecisocollective.firebassio.com</string>
<string nams="gcm defaultSendsrId">550677875%510</string>
<string nams="google api key" Z‘-’AIZ.aSyﬁE_yesBBS_aSnY-j tyeS%00T4</string>
<string name="google app id">1:550€77875510:android:e32cec&472cadb5d</string>
<string nams="google crash reporting api key" >hIzaSyA2_yesBBS_aS-lDF—kj tye%00T4</string>

<string nams="google storage bucket">thecisocollective.appspot.com</string>

<string name="project id">thecisocollective</string>

<string name="search menu title">Search</string>




Fortinet — The CISO Collection

e Auth Method — Where does the key come from?

POST request to https:ffapithecisocollective.comfup-json/put-auth e Lftoken = |[-= ||i"'._7-|
Prewvious Pt Action
l/ Feguest Fezsponze
Fane Params Headerz Hex
POST fwp-isonSiwt-aucth/vl/coken HITPS1.1 -
accept: application/json, text/plain, */* |
Content-Type: application/json;charset=utf-&
Content—-Length: 100
Host: api.thecisocollective. com
Connection: close
Aocept-Encoding: gzip, deflate
User—-Agent: okhttps3_.£.0
{"userFey": "heefechficTe9a33c484 fE7 026087 bacleclddeB81l30a3c f76a4862 58709 £59088"  "userId" - "2gllepPOXTE" }
-
BRBE] ot




Fortinet — The CISO Collection

* Auth Method — Resource Files Javascript:

Bl d 7 | index.android.bundle - WordPad — O X

Home View

-g---|---‘|---|---2---|---3---|---4---|---S---|---&---|---?-

type=tagSearché&tagId="+t) +"&page="+a+"&limit="+r})}}1),=}) () },468, [437,425,465]);

__d{function(s,t,r,u,a) {Object.definsProperty(u," esModule", {value:!0}),u.SsttingsService=void O;var

n=t (a[0]),l=babeslHelpers.interopRequireWildcard(n),s=t(a[l]);u.SsttingsService= (function() {function = ()

{babelHelpers.classCallCheck (this, e) lreturn

babelHelpers.createClass (e, null, [{key: "getAboutUsContent", value: function () {return

l.appRequest ({method:1.GET,url:s.aboutus})}}, {key:"regquestMasterData", value: function|() {return

l.appBegquest ({method:1.GET,url:s.masterDatal)}}]1),=}) () },469, [437,465]);

__d{function{e,r,u,l,t) {Cbject.defineProperty(l," esModule", {values:!0}),1l.Subscription=void 0;var

a=r(t[0]),i=babelHelpers.interopRequireWildcard(a),s=r(t[1l]);1l.5ubscription=(function () {function ()

{babelHelpers.classCallCheck(this, e) }return babelHelpers.createClass (s, null, [{key: "subscribe", value: function (e, r)

{return

i.appRequest ({method:1.P0ST,url:s.subscribe,data: {emaillD:e, country:xr}}) 1}, {key:"subscribeElogqua™, value: functionis,

r,u,l,t,a){return

i.appRequest ({method:1.P0OST,url:s.postElogqua, data: {emailaddress:e, country:r, elgFormName:u, elgSiteID: 1, elgCustomerGU

ID:t,elgCockieWrite:al}) 1), b)) ()}, 470, [437,465]);

__d(function(e,r,a,n,t) {Object.defineProperty(n,"__ esModule", {valus:!0}),n.UserToken=void 0;var

1=r (t£[0]) ,u=babeslHelpers.interopRequireWildcard (1) ,s=r(t[1]),0=r (t[2]);n.UserToken= (function() {function ()

{babelHelpers.classCallCheck (this, e) }return babelHelpers.createClass (e,null, [{key: "requestToken", value: function()

{var e=s.DataService.getRandomText (10), r=""7Hkn+"+e,a=s.DataService.SHA256 (r) ;return

u.appRequest ({method:u.PC0ST,url:o.userToken.token, data: {userRey:a,userId:e}})} }}1),=}) () },471, [437,435,465]);

__d{function(r,n,e,t,o0) {Object.definsProperty(t," esModule", {value:!0});t.DataSsrvice=(function() {function r()

{babelHelpers.classCallCheck (this, r) lreturn babelHelpers.createClass (r,null, [{key:"SHAZ5E6", value: function(r) {var n=

8,e=0;function t{r,n){var e=(6E5535&r) +(65535&n) ;return{r>>16)+(n>>16)+(e>>16)<<1E6|£5535&e} function ofr,n) {return

rr»>>Fn|r<<32-n}function a(r,n) {return r>>>n}function ulr,n,e) {return r&n*~r&e}function £(r,n,s) {return r&n*r&e*n&es}

function ci{r) {return olr,2)"*o(r,13)"oc{x,22) }function i{r) {return ol(r,€)*olr,1l)*o(r,25) }function l{xr) {return

oflr,7)"o(r,18)"a(xr, 3) lreturn(function|r) {for(var n=e?"0123456789ABCDEF":"012345678%abcdef", t="",0=0; 0<4

*+ Jenmthma++it+=n ~hardt (r o222 122084 {3—n%2d 1 +48 158 +n ~hardt (r a2 212508% (3—A%d4 V815 s retuirn £10 i Fiinetimondir nl fwvar
100% (=) | ()
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Fortinet — The CISO Collection

e Auth Method — SHA256(Magic + Rand)

= || B | [
Burp Intruder Repeater  Wincow  Help
r Target r Procey |/ Spider |/ Scanner |/ Irtrucler |/ Fepeater |/ Sequencer |/ Decoder |/ Camparer |/ Extender |/ Project options |/ d=zer options |/ Alerts |
#THkn+ ZgNepP KT f W Test (O Hex | 2
Decode a5 ... -
Encode as .. -
Hash ... -
Smart decocde
0 he ef BE bt 3o Ve 9a 33 4 did T [i= 36 cd [ ac 2410 =~ £34, HI6EU- i) Tent W Hex
1 Qe = dd = 51 30 a3 cf 7E ad G 25 7c af ac 95 ave 0o fe
|Deu:u:ude a5 .. | vl
: . a -




Fortinet — FortiClient VPN

* Missing HTTPS on URL's

 Not for auth, but for the main menu link

.} GET request to http:/fAnwea forticlient.com EI\EI

Previous ‘ ‘ et ‘ ‘ Action |

l/Request rRespnnse |

rRaW rHeaders rHex |

GET / HTTP/1.1
Host: www. forticlient.com
Tpgrade-Insecure—-Requests: 1

Chrome/73.0.3883.75 Mobhile Safarifs537.36
Aoocept:

tion/sigmed-exchange ;v=h3

Avcept-Encoding: gzip, deflate

Accept-Language: en-CA, en-GEB:;q=0.9,en-US;q=0.8,en;q=0.7
Comnection: close

User-Agent: Mozillas5.0 (Linux; Android 5.1; XT1034) AppleWebFic/E37.386 (FHTML, like Gecko)

cext/html  application/xhtmltxm]l  application/xml;q=0.9, inage /webp, image//apng, */*;q=0.8, applica

[ ¥

-

=]l

0 matches

QAB®pPPEBEPRBPE OW. H25
< @n 0 User Profile

] FortiTelemetry
X Unprote: Scan QR Code
Configure WiFi

FortiClient Settings
Android Settings
FortiClient.com
About >

Quit

€2 New VPN




Fortinet — FortiClient

e Hardcoded Encryption Key

* The purpose of this key was not determined or tested

@ fortinet-forticient-base-dex 2jar jar &3

~ Endpoint.dass £ ahy.dass 52 afk.class £7

afl.dass

afm.dass import javax.crypto.spec.IvParameterSpec;
afn.dass import javax.crypto.spec.SecretKeySpec;
afo.dass
afp.dass public final class afk
afg.class extends aev

afr.class e{
afs.dass protected final byte[] ES;
aft.class pratected final byte[] ET;

afu.dass
afv.dass
afw.dass
afx.dass }
afy.dass
afz:l:lass protected afk(byte[] paramArrayOfBytel, byte[] paramArrayOfByte2)
ag.dass e

aga.cdass this.ES = param&rrayOfBytel;

agh.dass this.ET = paramérrayOfByte2;

agc.cass ¥

agd.dass
age.dass private static byte[] ¥(String paramString)
agf.cass e {

agg.dass
agh.dass
agi.class

agj.dass }

agk.class if (arrayOfByte != null)
agl.dass ’ ¢

public afk(String paramString, byte[] paramArrayOfByte)

this(¥(paramString), ii{paramArrayOfByte));

byte[] arrayQfByte = null;
=t if (!TextUtils.isEmpty{paramString)) {
arrayCfByte = paramString.getBytes(abk.UTE 8);

- paramString = arrayOfByte;
agm.class if (arrayOfByte.length > @) {}
agn.dass

ago.dass
agp.dass ™
agg.dass
agr.dass

ags.dass
agt.cdass

agu.dass
agv.dass
agw.class
agx.dass
agy.dass
agz.dass
ah.dass

aha.dass
ahb.dass
b ahc.cass

e e e e e B e e e e B e B e B e E T T T E T E TV Ve Y BT E BV E Y ETE ETEV e

fortinet-forticient-base-dex Zjar jar &7

B 2 cass |
“mp afl.dass

fub afm.dass
b afn.dass
fup afo.dass
fub afp.dass
b afg.dass
Afup afr.dass
ub afs.dass
Afup aft.dass
b afu.dass
b afv.dass
. afw.dass
Ty &fx.class
b afy.cass

- afz.dass

E7

- ag.dass
“lmh B0a.cdass
Ty agb.dass
fub agc.dass
fub agd.dass
age.dass
agf.dass
mh 39g.class
agh.dass
agi.class
agj.class
agk.dass
mh agl.dass
agm.dass
agn.dass
ago.dass
“lmp agp.dass
agq.dass
agr.cass
ags.class

R T

ETETETETETEEETEEETEY

TEYEYE

Endpoint.dass &3 ahx.dass &3 afk.dass 7

paramstring[15] = 89;
paramstring;

H

=] while (paramString.length < 18) {

paramstring = aff.c(new byte[][] { paramString, paramstring });

H
return Arrays.copyOfRange(paramstring, @, 16);

H

private static byte[] i(byte[] paramirray0fByte)

a {

if (paramArray0fByte != null)

=) 1

array0fByte = paramirrayOfByte;

=] if (paramirrayQOfByte.length > 8) {

break labellf;
H

}
labells:

for (byte[] array0OfByte = new byte[l6]; array0fByte.length < 16; array0fByte = aff.c(new b

return Arrays.copyOfRange(array0fByte, @, 16);

H
public finmal String V{String paramString)
if (paramString !'= null) {}
for (;;
try

IvParameterSpec locallvParameterSpec = new javax/crypto/spec/IvParameterSpec;

localIvParameterSpec.<init>(this.ET);

SecretkeySpec localSecretKeySpec = new javax/crypto/spec/SecretkeySpec;

localSecretKeyspec. €Init¥(this.ES, “AES");
Cipher localCipher = Cipher.getInstance("&4ES/CBC/PKCSS5Padding");
localCipher.init(1l, localSecretKeySpec, locallvParameterSpec);

B vy U T Y T .

e At




Fortinet — FortiClient

HARDGODED ENGRYPTION KEYS:?




Fortinet — FortiFone

* Hardcoded Database Encryption Secret

@ fortinet-fyuc-base-dex Zar. jar &3

T

ai.ddass ~ hpa.dassi2  {pb.dassil g FVUCMainService. dass &7 fup €. class &3
[++{p &f.Class

&g.class public static String a()

-y ah.class e 1

ai.dass return "F.Vaice!@#";

&j.dass }

[t ak.class

al.class public static String b()

- @m.dass e i . .

an.dass return EVServiceHelper.getDBSecureKey(Build.SERIAL);
ao.dass ¥

b.;lass public final boolean al(5tring paramstringl, String paramstring
+-gyh C.Class i

: 0 e 1

d.dass booll = false;

e.dass for (33}

f.dass e I

g.class =T

h.dass = I

H-fgrh i.Claz8 ocalFilel = this.b.getDatabasePa VUC. :
! i 1 1Filel this.b tDhatab Path("Ff db")
j.class localFile2 = this.b.getDatabasePath("temp.db™);
k.dass = if (localFilel.exists()) {

|.class continue;

[-foap m.class b

n.class bool2 = booll;

o.dass 1 . .

catch (Exception paramStringl)

p.class _ p




F5 Networks — F5 Access

e Hardcoded Encryption Key

* The purpose of this key was not determined or tested

@x f5-base-dexjar.jar &3

EE‘L D.oD.D " AESHEIper.dassEE

#-f android

EE ch.qos.logback import javax.crypto.spec.IvParameterSpec;

58 com inpart Javax.crypto. spec.SecretkeySpec;

=8 f5.edge

-3 barcode public class AESHelper
-3 dient a1
- H3 dient_ics private static final byte[] K = { 17, 86, -184, BB, 112, ®, 8, 41, 86, 52, 24, 18, -24 };
- db private static final String KEY_NAME = “ANDROID KEYSTORE://AES_CBC_ 256 KEY";
EE ipuitis private static final String five = "5";
EE otp private static AESHelper mInstance;
EE nkard pr‘ZI..'u’E:E Ej:p:er mgecr‘yp:crr;
G-} root.utiis private Cipher mEncryptor;
o oot private SEEREEKEY mkey;
- service . -
: ; private Cipher mOldDecryptor;
EE H private boolean mUseNewkey = false;
E} util
AESHElpEFdE‘SE private AESHelper{Context paramContext)
AddressEditPreference.dass throws NoSuch&lgorithmException, InvalidKeyException, NoSuchPaddingException, KeyStoreException, Unrecover
BaseClientCertManager.dass a
[#-fup BuildConfig.class if (Build.VERSION.SDK_INT »= 23)
LT T N 1 RO B! S - r




F5 Networks — F5 Access

* Resource Files — “Site Database”
| can only assume this is supposed to be public ®

B f5-base.apk - WinRAR

File Commands Tools Faverites Options Help

=< N RCER - W TR

Add Extract To Test Wiew Delete Find Wizard

m E f3-base.apkiassets\sitesdatabase\sitefiles - ZIP archive, unp:

Fa

Mame

L
.E. federal_govt.json

.E. us_airforce,json

.E. Us_army.json

.E. us_coastguard.json

.E. us_dod,json

.E. US_Marinecorps.jsen

.E. us_navy.json

= | us_airfforcejson - WordPad

View

-|---2---|---3---|---4-‘-|---5---|---$---

"key": [

"names",
"URL™,
"certhssertions"

1.

"string": [

1.

"ARF Portal (3 of 3)",
"https://www.my.af.mil/EAI JUNCTION/eai/auth"

"integsr™: "20957154"

"key": [

1

1.

"names",
"URL™,
"certhssertions"

'
"string": [

"ARir Force Portal Virtual MPF Site",
"https://w20.afpc.randolph.af.mil/afpcsecurenst20/"

"integsr™: "20957154"

"key": [

1

1.

"names",
"URL™,
"certhssertions"

.
"string": [

"Rir Force Jag WebFLITE (1 of 2)",
"https://logon.jag.af.mil"




SFU — SFU Snap

* Hidden API Keys?

* Network traffic showed various API keys (internal, Google Maps, etc)

Previous | | ezt

Reguest rResponse |

Reamy rParams rHeaders rHex |

POST /vi3l/fauth/cauth/vI/token HITP/L. L
Content-Type: application/x-www-form—urlencoded
Content-Length: 141

Host: api.its.sfu.ca

Connection: close

Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.13.1

password=testsclient secrer=e591c20abo4c4SS |l c1 200 accctione sa-17xndensanansazzaesma7
S4d0fecboeblllliusernane=testigrant _type=password

-

| 0 matches




SFU — SFU Snap

* Keys moved into compiled
“library” file

o=

gIDA-Z:\Test\BsidesEEIlQ\sfu—snap-base\lib\armeabi-v?a\libkeys.so
Eile  Edit Jump Search View Debugger Options Windows Help
SH e g B ) o O A FF e X p D O [nodebugeer -] % () @B

‘I . ... NN

Data [ Reqular Function External symbol

Library Function Unexplored [ Instruckion

[F] Functions windaw O & x ID... B8 | ‘5| Stri... I D] He... | [A] st.. I =] En.. | =] Im... | 2 Ex.. |
Function name Segrment

E Jj_ure_get_proc_info plt

7] J_uren_resume plt

Iz __aeabi_memcpy plt

? __aeabi_mermclrd plt

E J_decode_eht_entry plt L

7] j_Unwind_WRS Interpret plt 1

[F] diaddr plt il eal =

7] snprintf plt

Iz __gnu_Unwind_Find_exidx plt

7] sub_107C et

[F] nullsub_t et EXPORT Java_ca_sfu_sfusnap_tools_SecuritylUtils getClientSecretProd
?.LHMBUhJ et Java_ca_sfu_sfusnap_tools_Securityltils_getClientSecretProd

I% jaua_ca_sfu_sfusnap_tooIs_Secur?tyUtiIs_getCIientIdProd et tgg :3: £?g%tu5mwmymgl=iut — @x18DC)

Ed ava_ca_sfu_sfusnap_tools_Securityltils_getClientSecretProd et LDR.Y R2, [R2,#0x29C]

I; Java_ca_sfu_sfusnap_tools_SecurityUtils_getClientldTest dext apD R1, PC ; "2TU5MWMymFi|]TQ2NDU1 MGIyZTNmeJiHGI'le'ITJ" .
| f| Java_ca_sfu_sfusnap_tools_Securityltils_getClientSecretTest et BX R2

[F] Java_ca_sfu_sfusnap_tools_Securityltils_getTranslinkfpikeySe cret ek ; End of function Java_ca_sfu_sfusnap_tools SecurityUtils getClientSecretf
Iz Java_ca_sfu_sfusnap_tools_SecurityUtils_getContentfulficcessToken et

E Java_ca_sfu_sfusnap_tools_SecurityUtils_getContentfulAccessTokenContacts text

E Java_ca_sfu_sfusnap_tools_SecurityUtils_getVersionlsonlrl et

[71 Java ca sfu sfusnap tools SecurityUtils qetdrcGisClientd et il

4 I 2

Line 32 of 106

8, Graph overview O & x

100.00% (-24,-125) (264,445) 000010DS 000000000000100&;: Java c: (dynchronized with Hex Vi

EOutputwindow O & X
L]

The initial autoanalysis has been finished. o

AT idle Doum Disk: E9GE




SFU — SFU Snap

* Keys are Base64 encoded

| 1D Wiew-& x| '] strings window [ @ Hex: Yiew-1 % Skruckures % i Enums x| Imparts x| @
Address Length Type  String

srodata:00002%,.. 00000031 C bOddeDo: ™" T EyMNTOwMRINT g dMNzqlZDBrmM kA4 Yz UnihADEx

sodata:00029,., 00000020 C ZTUS M I0TO2ZNDUIMGEZTM MW NG TIN W =

rodata:000029,., 00000031 C bOddeiGlh SADYIOGRMyNT QLY SRR Nz 2MzUIMT Il

sodata:00029,., 00000020 i P BN Tulk MDY 220 i Y T IZ] M2 Q3 Mz =

odata:00029,,, 00000010 i ZZIMMELY rzhhAcjlaRDRHT 25=

srodata: 000029, 00000054, i MT b ki, JjA4nADg S M 2ESY2ZUSOTRmY2E2MZRIODVEMNTIrmMDAINDF IZmZh MM IYZBIMDdkNTY DnODcdMDE2 O A==

sodata: 00002, 00000052, i PADYMATE OTRASRAD Q40 TP A 2L M 2TI0 GYOMAI M rr  kZD R e bA I MW LA 2 Q 420000 3 2V h Nz LZDM kA M GEzNzBIN O ==

rodata: 00002, 00000052 C aHROcHM Lo XMzl Doy izZinJuy 2BwRM e p 22 liawep dHkwc 25hc ClhbmBPyb 21k L lenMphnb 2 duanMvbg ==

sodata:00002,., 00000011 i DuGhX3 iFf

sodata:00002,., 00000021 i 99630a8a0 eNedZdbd294281

=" 10002 10000094 C ' Sul6HAILAITIFaP Gaurmwed By ptk kK16 -wb povSo B ayhAtR_aa W/ CulkDZPY_gglq ¥ didrwH TP AR LDy 4Dk BBFquTOd. .




Proofpoint — Proofpoint Archive

* Not a vulnin any way but...

 Windows DLLs on iOS and Android,
who could’ve seen that coming?!

Local Disk (F:) » TestingShare * Bsides2019 » Proofpoint Mobile Archive(v2.2 v38 Univ os80) »

MName

| ] FreshMwvvm.actdata.arméd

|:] Freshihowvm.aotdata.armv?

[ FreshMhvvm.dil

[Z] Info.plist

Launchlmage@2x.png

Launchlmage-568h@2x.png

Launchlmage-700@2x.png

Launchlmage-700-368h@2x.png
Launchlmage-700-Landscape@2x~ipad.png
Launchlmage-700-Portrait@2x~ipad.png
Launchlmage-800-667Th@2x.png
Launchlmage-B800-Landscape-736h@3x.png
Launchlmage-2800-Portrait-736h @3x.png

|:] Microsoft.Azure. Mobile.Analytics.aotdata.armBd

|:] Microsoft.Azure. Mobile.Analytics.aotdata.armv?

|:] Microsoft.Azure.Mobile.Analytics.dll

|j Microsoft.Azure.Mobile.Analytics.i0S.Bindings.actdata.armbd
|j Microsoft.Azure.Mobile.Analytics.iOS.Bindings.actdata.armv7
|j Microsoft.Azure.Mobile.Analytics.iOS.Bindings.dil

|:] Microsoft.Azure.Mobile.aotdata.armid

|:] Microsoft.Azure.Mobile.aotdata.armv?

|:] Microsoft.Azure.Mobile.Crashes.aotdata.armbd

|:] Microsoft.Azure.Mobile.Crashes.aotdata.armv?

|:] Microsoft.Azure.Mobile.Crashes.dll

|:] Microsoft.Azure.Mobile.Crashes.iO5.Bindings.aotdata.armbd
|:] Microsoft.Azure.Mobile.Crashes.iO5.Bindings.aotdata.armv?
|j Microsoft.Azure.Mobile.Crashes.i0S.Bindings.dll

|#] Microsoft.Azure. Mobile.dll
[ Mirrneaft Amiire Mahils i08 Rindinac antdats armfd

Date modified

12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM
12/3/2018 10:49 AM

127272018 1M-AG ARA

9 AM

Type
ARME4 File
ARMVT File

Application extens...

PLIST File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
PNG File
ARME4 File
ARMVT File
Application
ARME4 File
ARMVT File
Application
ARME4 File
ARMVT File
ARME4 File
ARMVT File
Application
ARME4 File
ARMVT File
Application
Application
ARMAA Fila

extens...

extens..,

extens...

extens...
extens..,

56 KB
57 KB
25 KB
TKB

g

fr=)
=
m

108 KB
B
108 KB
296 KB
349 KB
133 KB
255 KB
267 KB
2KB
2KB

6 KB
4KB
4KB
9KB
12 KB
12 KB
11 KB
11KB
18 KB
TKB
TKB
20 KB
12 KB
TKR

g

r=)
=

o




OneLogin — OneLogin Mobile

* REDACTED, sorry

eeeeeeeeeeeeeee 2jar.jar 1




RSA

* Various unrestricted Google API keys

B W

connection [[]Enroll Eyeprint ID ppConnect to the RSA SecurID for Windows Hello app on your Window
and securely sign into your PBC. ~~Enroll in Eyesprint ID in the RSA SecurlD Ruthenticate My Accoun
allow future werification with Eyeprint ID. 0OTurn Bluetooth off then on. If you still see this m
device. [[]Enrolled Install [ Toggle password wvisibility 77%15s won't work unless you enable Goo
services. [[ image %%android-sdkclient-cloudid.appspot.com '"1:2474732431853:android:4bblc262a053£%
Play services ''ATzaSyByZ3EKx-JF i SMEQSfE-PpL2R1Y

resources.arsc - WordPad

-
View

.&. "

247473431853 €&€&M12,4.507,4.5 2.73,7.61 1,12c1.73,4.39 &,7.5 11,7.5s55.27,-3.11

11,-7.5¢-1.73,-4.3%9 -6,-7.5 -11,-7.5=zM12,17c-2.76,0 -5,-2.24 -5,-552.24,-5 5,-5 5,2.24
5,5 -2.24,5 -5,5zM12,%c-1.66,0
sdkclient-cloudid. firebaseio.co
won't run without Google Flay =
by an administrator. [0 Get Goog

Go to the Menu [01.3.0 0011752€104535718 (012.0.0 0014:10 00
Select Device Requests [[012:1 [003. Confirm code. [[030 minu

1 hour before [l1 lead selected [l 1 minute 1 reply 01 week 001.
minutes before "'1:496269%123115:android:00%a3b7b693bE8fas 102 002.
before 3AFsLY9gIhRM3TsPEMOBRcSycF]z9G07 £

496269123115 HH4956269123115-13£fs155790n6jrrn4l% uultZm3fkuel.apps.googleusercontent.com 15 minutes
before [01739775099553775 [0 < slide to dismiss [[<lm [0>1y 0@ %1%s ??A data connection is required to download the full event guid
€f€fh fast ImageView (and Drawable) that supports rounded corners (and ovals or circles) based on the original example from Romairn
112 notification channel for ongoing media playback **A problem occurred while saving the photo. //A reguired field is empty.
2 schedule update is available. [[2-Z []ABOUT THIS EVENT

Guy.
Pleases input a value

ADD REMINDER [[ ZDD

TAGS "'"AIzaSyBgjlOhgw
ATzaSyColtAwNDhOXwduT

ALL EVENTS [ About [[2bout this App [ Accept

\ QracZRi48jxH IM ""ATzaSyC
. Y4reMda

~“rhocess to

lI?ZszBQmBRm:vmdPCGbeCOaE " 'MzaSyC-KBvaFi—DOZCeTZZESYnUmpfbo_d

the calendar i1s used to check for events and reminders vou have added frd




RSA — RSA Conference App

 Reference to test environment (not a vuln necessarily)

zggssggg[;%;ads:ss 8 fupa.dass 53 {) af.dass i {urh a.dlass
tzC8Vmf17Atc.class package com.womodigital.azimov.services;
MWRIEZXe_1vo.cdass

P9y 54zMw Y . class import android.text.TextUtils;
iAECcndotGrw. class

MV0spIHMOFY, dass public class a

V5aSgXpTF_w.dass e{

private boolean a = com.xomodigital.azimov.c.a("is_live _api"”, Boolean.valueldf(true)).booleanValue();

«M8gBrHoTc. dass
IL450exl]_dw.dass
vtAim712ca. class

SARw4YpwBk.dass String strl = com.eventbase.d.c.o();
JUQPNUo2I. dass String str2 = stril;

MoT LBCYcQ_L),.dass e if (strl == null) {

BuZNf74t90). dass =1 if (this.a) {

public String a(String paramString)
e f

SR.fZds9PMI. class str2 = "https://passwordreset.eventbase.com/ ?pid=%s";
sFHE9bD 11jM.dass = 1 else |
IHrCus2Mdw4. class str2 = "https://staging-passwordreset.eventbase.com/ ?pid=%s"};

10HofSTpaIYU. class b




So Many Apps, So Little Time

* Mobile apps don’t need to be mystery
* Open the app store, take a look at some more!
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